C KaXXJIbIM TIOJOM MOJIOACKHN B I/IHTepHeTe CTaHOBHTBCA 60J'IBHI€, a
MKOJbHUKM OJHH M3 CaMbIX AKTHBHBIX MOJIb30BaTeNneH PYHCTa. MC)K,Z[y TEM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO}KHOCTCﬁ, HHTCPHCT HCCCT U HpO6JIeMI>I.
OTta namsaTkKa JOJIDKHA ITIOMOYb Tebe Oe30macHo HaxoOUuTBCA B CCTU.

KomnbrorepHbie BUPYChI

Komnsromepnutit éupyc — 310 pa3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOrPaMM,
OTIMYUTEIBHOU OCOOEHHOCTHIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K PA3MHOXKEHUIO.

B nononHeHne K 3TOMY, BHUPYChI MOTYT MOBPEIUTh WM IOJHOCTBIO
YHUUYTOXKUTH BCE (Pailyibl M JaHHBIC, TOJKOHTPOJIbHBIE MOJIH30BATENI0, OT UMEHH
KOTOpOro ObuIa 3aIylleHa 3apa)X€HHas IIporpaMMa, a TaKKe MOBPEIUTh WU JaKe
YHUYTOXUTh OMNEPAllMOHHYI0 CHUCTEMY CO BceMH ¢aiinamu B 1eioM. B
OOJBIIMHCTBE CIIy4aeB PaclpOCTPAHAIOTC BUPYCHI uepe3 MHTepHeT.

Memoowt 3auiumovl om 6pedOHOCHBIX NPOZPAMM:

1. Ucnionb3yii COBpEMEHHBIE OIEPALMOHHBIE CHCTEMBI, HMMEIOINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM.

2. IlocrossHHO ~ ycTaHaBiauBail mauytu  (UM@poOBBIE  3aIVIaATKU,  KOTOPBIE
aBTOMATUYECKU YCTAHABJIMBAIOTCA C LEIbIO0 JOPAOOTKU NMPOrpaMMbl) U JAPyTHE
OOHOBJICHHSI CBO€H omnepalMoHHOW cucteMmbl. CKauMBaifi HMX TOJIBKO C
opuimanbHoro caira paspaborunka OC. Eciu cCymecTByeT pexum
aBTOMATHUYECKOr0 OOHOBJIEHUS, BKIIFOUH €TO.

3. Paboraii Ha cBoeM KOMIIbIOTEpE TIOJ TIpaBaMH T[IOJH30BATENsA, a He
aMUHHUCTpATOpa. DTO HE MO3BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHAIBHOM KOMIIBIOTEDPE.

4. Ucnonb3yi AHTUBHUPYCHBIE IIPOrpaMMHBIE IPOIYKTHI U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0a3.

5. Orpanunub (pU3NUECKUl JOCTYN K KOMIBIOTEPY JIIsl IOCTOPOHHUX JIULL.

6. Ucnonp3yil BHENTHWE HOCUTENW WHGOPMAIUHU, TaKue Kak Quielka, JUCK WU
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB.

7.He oTkppiBail KOMIbIOTEpHbIE (haiibl, TMOJY4YEHHbIE W3 HEHAAEKHBIX
UCTOYHUKOB. Jlake Te (haidbl, KOTOpbIE MpHCTad TBOM 3HAKOMBIA. Jlydiie
YTOYHU y HETO, OTIPABJISUI JIU OH T€OE UX.

Ceru WI-FI

Wi-Fi — 9T0 He By nepenayn JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb OPEHI,
mapka. Eme B 1991 roay HuaepiaHjckass KOMIIAHUSI 3aperucTpupoBaja OpeH.I
«WECA», uto o6o3Hauano cinoBocoueranue «Wireless Fidelity», koTopsbrit
NIEPEeBOIUTCS KaK «OecrpoBOAHAsI TOUHOCTEY. J[0 Halllero BpeMeHu JoIuIa Apyras
abOpeBuaTypa, KOTOpas SIBISETCS TaKoW e TeXHoJoruei. DTo abOpeBuarypa
«Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHAApPT BBICIIMIA 3BYKOBOM
texauku Hi-Fi, uTo B mepeBojie 03HauaeT «BbICOKasi TOYHOCTHY. Jla, OecriaTHbIN
UHTEPHET-IOCTYIl B Kade, OTensiXx ¢ a’pornoprax SBISETCS OTIUYHON



BO3MOXKHOCTBIO BBIXOJa B WHTEpHET. Ho MHOrMe SKCHepThl CUMTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€30MaCHBIMH.

Cogemut no oezonacnocmu pavome 6 oouweoocmynnvix cemax Wi-fi:

1. He mepemagaii cBoro muuHyto nHpopMaiuro yepes odmenoctynasie Wi-Fi cetn.
PaGoTtas B HUX, JKeJaTEIBPHO HE BBOAWTH MAPOJIU JAOCTYIMA, JOTUHBI U KaKUE-TO
HOMEDA.

2. Ucnonp3yil 1 0OHOBISIH aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. TeM caMmbiM
ThI 00€30MacHuIITh Ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPONCTBO.

3. IIpu ucnons3oBanuu Wi-Fi otkmoun ¢ynkuuio «OO0mmii noctyn k (daimam u
npuHTepam». JlaHHass QYHKIUS 3aKpbiTa MO YMOJYaHUIO, OJIHAKO HEKOTOPbIE
MOJI30BATEIM AKTUBUPYIOT €€ i1 yI0OCTBa MCIOJIb30BaHUS B paboTe WU
yuaeobe.

4. He ucnone3yii myonuunsii WI-FI ns mepegauu JTUYHBIX TaHHBIX, HAIIPUMED,
JUTSI BBIXO/Ia B COLIMATIBHBIE CETH WITU B JIEKTPOHHYIO TTOYTY.

5. Unmonp3yit Tonbko 3amuineHHoe coenunenue dyepe3 HTTPS, a e HTTP, T.e.
pu Habope BeO-asipeca BBOAM UMEHHO «https://».

6. B moOunpHOM Tenedone orkmoun ¢yHknuto «l[lomkmouenne k  Wi-Fi
aBTOMaTH4YeCKW». He nomyckail aBTOMaTU4eCcKOro NoAKIIOYEHNs] YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

ConmnajgabHble ceTH

ConmasibHbIe CETH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTarOT
U JKUBYT TaM IMOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Muinap]] 4eioBek,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMHU.

OcHoeéHble cosempl N0 G€30NACHOCHIU 8 COUUATIbHBIX CEMAX:

1. Orpannub cnucok apy3eil. Y T1eOst B APY3bsX HE JIOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJICH.

2. 3ammimai CBOI YacTHYIO XKH3Hb. He ykasweiBaii maposu, TenedoHbI, aapeca,
ATy TBOETO POXKACHHS W APYTYIO JIMUHYIO WHMOpMaIuio. 3I0yMBIIUICHHUKN
MOTYT MCIIOJIB30BaTh Jaxe MHPOPMAIUIO O TOM, KaK Thl M TBOW POIAUTEIIN
TUTAHUPYETE TIPOBECTH KAaHUKYJIIHI.

3. 3amuiiaii CBOIO pemyTaluio — JEpPKH €€ B YUCTOTE W 3amaBail cebe BOmpoc:
XO0Tell OBl ThI, YTOOBI NPYyTHE IOJH30BATEIM BHUACIH, YTO ThI 3arpykaciib?
[Toxymaii, mpekie 4eM 4TO-TO OMyOJUKOBATh, HAIMUCATH U 3aTPy3UTh.

4. Ecnu THl TOBOpPHWINB C JIIOABMH, KOTOPBIX HE 3HACINIb, HE HCIOJB3YH CBOE
peasbHOEC WMSI U JAPYTYIO0 JIMYHYIO HHGOPMAIMHU: HUMS, MECTO >KUTEIIbCTBA,
MECTO yueObl U Ipouee.

5. U3berait pasmemnienusi dotorpaduit B MHTEepHETE, THEe ThI H300pakeH Ha
MECTHOCTH, IO KOTOPOI MOKHO OTPEJIEIIUTh TBOE MECTOTIOIOKECHHE.



6. [Ipu peructpanum B CONMAIBLHON CETH HEOOXOIMMO HCIIOIh30BATH CIIOKHBIC
NapoJiu, COCTOSIIME U3 OYKB U IIU(P U C KOJIMYECTBOM 3HAKOB HE MEHee §.

7. 1nst coluanbHOM CETH, MOYThI U JAPYTUX CAMTOB HEOOXOAMMO HCHOJIb30BaTh
passble mapoau. Torna eciau Te0s B3JIOMAIOT, TO 3JOYMBIILICHHUKH MOJTy4YaT
JOCTYII TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

JJIeKTPOHHbIE IEHbI'H

DJNEeKTPOHHBIE JACHBIUM — 3TO OYEHb YAOOHBINH CIMOCOO TMIIAaTeXeH, OJHAKO
CYLIECTBYIOT MOILIIEHHUKH, KOTOPBIE XOTST MOJYYUTh 3TU JAECHBIU. DJIEKTPOHHBIE
JEHbIW TOSBUJIUCh COBCEM HEAABHO M MMEHHO H3-32 3TOT0O BO MHOTHUX
rocynapcTBax 0 CHX IOp HE IPONUCAHO MpO HUX B 3akoHax. B Poccuu xe oHM
(YHKIMOHUPYIOT M O HUX YX€ IPONUCAHO B 3aKOHE, IJI€ UX pa3fesiaioT Ha
HECKOJBbKO BHUJOB — AHOHUMHBIE W HE AaHOHUMHBIE. Pa3HHIla B TOM, 4TO
aHOHMMHBIE — 3TO T€, B KOTOPBIX pa3peniaeTcss NPOBOAUTH omepanuu 0e3
UIACHTU(QUKALIMK  TMOJb30BATENsA, a B HE AHOHUMHBIX HWACHTU(UKAIIA
II0JIb30BAaTENsl ABIIAETCSA 00s3aTenbHOM. Takke cieqyeT pa3indarbh IEKTPOHHBIE
¢uatHple neHbrM (paBHBI TOCYJApPCTBEHHBIM BaJIOTaM) M JJIEKTPOHHBIE
He(UaTHbIE IEHbIU (HE paBHBI FTOCYJAPCTBEHHBIM BAIFOTAM).

OcHoeHbvle cogempl no 0e30nacHoll padome ¢ INEKMPOHHBIMU OCHb2AMU:

1. IlpuBsixu K CYETYy MOOWJIBHBIA TelnepoH. DTO caMblil YJOOHBIH U OBICTPHIN
croco0 BOCCTAHOBUTH JIOCTYM K cuety. [IpuBs3aHHbIil TeneoH MOMOXKET, eciiu
3a0yJenib CBOM IUIATEKHBIM MAapOib WM 3aifJielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA.

2. Uctionp3yit  omHopa3oBeie maponm. [lociae mepexoma Ha  YCHIICHHYIO
aBTOpHU3aIMIO0 TeOe yxKe He OyJIeT yrpoKaTh OMACHOCTh KPa)KH WJIU MepexBara
MJIATEKHOTO MapoJIsl.

3. Beibepu cioxHsbIi mapoib. [Ipectynmankam OyeT He MPOCTO yraaaTh CIOXKHBIH
napoiib. HanexxHble mapoiii — 3TO Tapoju, KOTOpbIE COJAEpKAaT HE MEHee 8
3HAKOB U BKJIIOYAIOT B Ce€O0sl CTPOYHBIE M TMPOMHUCHBIE OYKBBI, HUQPPHI U
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HAK JoJuiapa, (pyHTa, BOCKIUIIATEIHHBIH
3HaK, Hanpumep, $tROng!

4. He BBO/IM CBOM JIMYHBIE JaHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSEIIIb.

DJIeKTPOHHAs MOYTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTUS U MPEAOCTABIAEMBIE €10 YCIYTH 110
MEPECHUIKE U MOTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUHN, KOTOPBIE PACTIPEICISIOTCS B
KOMIIbIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM TOYTOBBIA SIIUK  BBITJISIUAT
CJIEIYIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@umMsi_ToMeHa. Takxe KpoMme nepeaadn
IIPOCTOr0 TEKCTA, HMEETCS BO3MOKHOCTD IIepeaBaTh (haibl.

OcHogHble cosembl nO Oe30NACHOIL padome ¢ IJ1eKMPOHHOU ROYMOUL:



=

Hano BbIOpaTh mpaBUIbHBINA MOYTOBBIA cepBUC. B MHTEpHETE €CTh OTPOMHBIIMA
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBHUCOB, OJJHAKO JIy4Ille JOBEPATH TEM, KOIO
3HACIIb, U KTO MEPBBIM B PEUTHHTE.

2. He yka3piBaii B JMYHOU MouTe JUYHYHO HH(opmaruio. Hampumep, mydiire
BBIOpaTh «My3bIKaJIbHBIA (paHaT@» nuiu «pok2013» BmecTo «remal3y.

3. Hcnonw3yil IByX3TamHyl0 aBTOpHU3AIMIO. JTO KOrja MOMUMO Hapojs HY>KHO
BBOJUTH KOJ, MpUChUIaeMblid o SMS.

4. BwiOepu cnoxHbIH maponb. JIJIS KaKIOTO MOYTOBOTO SITUKA JOJDKEH OBITh
CBOW HAJEKHBIA, YCTOWYHUBBIN K B3JIOMY HapOJib.

5. Ecim ecTh BO3BMOKHOCTh HaMCaTh CaMOMY CBOM JIMUHBIN BOIPOC, UCIOJIb3YH
3Ty BO3MOXHOCTb.

6. Vcmonb3yii HECKOJIBKO MOYTOBBIX AIUKOB. [IepBbIii 17151 YaCTHOM MEPENUCKH C
azgpecatamy, KOTOPBIM Tbl JOBEpSEIb. JTO SJEKTPOHHBIM aapec HE HaIo
UCIIOJIB30BATh MIPU PErucTpaliuy Ha popymax u canTax.

7. He otkpbiBaii ¢ailibl U Ipyrue BIOXKEHUS B MUChbMaX JaXke €CJIM OHU MPUIILIH
OT TBOUX Jipy3ei. Jlydile yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Haiisibl.

8. Tlocne okoHuaHusi pabOTHl HA TOYTOBOM CEPBUCE MEPE]] 3aKPHITHEM BKIIAJIKH C

caiToM He 3a0y/Jb HaKaTh Ha « BBIATHY.

Ku0epOyiimHr Wiin BUPTyaibHOE U3/1€BaATEJIbCTBO

KubepOymmuar —  mpecienoBaHHE  COOOIIEHUSMH,  COJEpKaIUMU
OCKOpOJIeHMS, arpeccuio, 3aImyTruBaHue; XYJUTaHCTBO; COILIMAJIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHognbie cosemul no 60pvoe ¢ KubepoOyIIUHZOM:

1. He Opocaiics B 60i. Jlyumuii crmoco0: moCOBETOBATHCA KaK CeOsl BECTU M, €CIIU

HET TOTro, K KOMYy MOXXHO OOpaTUThCS, TO BHaudajie YCIMOKOUThCS. Eciu Tbl

HayHEIllb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €1l OOJbIIe

Pa30XKKEIb KOH(IIHKT.

VYrpaBisii cBoelt kubepperyTayei.

3. AHOHMMHOCTb B ceTH MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKayHTOM.

4. He crouT BecTH XyJIUTAaHCKUW 00pa3 BUpPTyaldbHOW Ku3HHU. WHTEpHET

buKCUpyeT BCe TBOM JEHCTBUS M COXPAHSET MX. YJAIUTh MX OyJeT KpaiHe

3aTPYJHUTEIBHO.

Co0uro1aii CBOM BUPTYAJIBHYIO Y€CTh CMOJIONY.

6. UrHopupyit enuHuuHbId HeraTuB. OHOPA30BbIE OCKOPOUTEIIHHBIE COOOIICHUS
Jdy4iie UrHopupoBarb. OOBIYHO arpeccusi MNPEeKpallaeTcss Ha HaydaJbHOU
CTa/IUH.

7. ban arpeccopa. B mporpammax oOMe€Ha MIHOBEHHBIMU COOOIIECHUSIMU, B
COITMATILHBIX CETAX €CTh BO3MOXXHOCTh OJOKHPOBKH OTHPABKH COOOIIEHHUH ¢
OIPEEIICHHBIX a/IPECOB.

8. Ecmm 1B cBuaerens kubepOymivmHra. TBOW NEHCTBUS: BBICTYNHUTH MPOTUB
npeciaeaoBaTeNsl, MoKa3aTh €My, YTO €ro JACHCTBUS OLICHMBAIOTCS HETAaTUBHO,

no

o



MOAACPKATh KEPTBY, KOTOPOH HY>KHA TMCHUXOJIOTUYECKAsT MOMOIIb, COOOUIUTH
B3pOCJIBIM O ()aKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

MooOuiabHbId TesaedoH

CoBpeMeHHbIe cMapT(OHBI U TIAHIIIETHI COJIEPKaT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYpPHpPOBaTh CO CTAaIllMOHAPHBIMHU
KoMIbtoTepamMu. OHAKO, CPEACTB 3AIIUTHI JIs1 OJJOOHBIX YCTPOUCTB MTOKA OYEHB
Mmajno. TectupoBaHMe M TIOMCK YSA3BUMOCTEH B HHUX THPOUCXOJUT HE Tak
uHTeHCUBHO, Kak i [IK, To ke camoe kacaeTcsi U MOOWJIBHBIX MPUIOKEHUH.
CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIU HACTOJbHBIC
aHaJOrM, OJHAKO pacupeHue (yHKIMOHAJIa BIJIEYET 3a €000 OOJBIIYIO
CIIOHOCTh M MEHBIIYI0 3allUIIeHHOCTh. Jlalleko He Bce MPOU3BOJUTEIH
BBITTYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHYCCKHUE YSI3BUMOCTH JIJISI CBOUX
YCTPOWCTB.

OcHoenbvle cogempl 013 0€30NACHOCIU MOOUIbBHO20 menedona:

1. Hwudero He sBISETCS MO-HACTOSIIIEMY OecIuIaTHBIM. Bynb OCTOpOXKEH, Belb
Korja Tebe MpejiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAaKHE-TO IJIATHBIE YCITYTH.

2. Jlymaii, npexe yem otnpaButh SMS, hoTo wiu Buaeo. Thl TOYHO 3HACIIIb, TC

OHM OyayT B KOHEYHOM HTOTE?

Heobxoammo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa

Ncnonb3yit aHTUBUPYCHBIE TPOTPAMMBbI JJIs1 MOOMJIBHBIX TeNEe()OHOB.

He 3arpyxaii npuiioeHus OT HEU3BECTHOTO HMCTOYHMKA, BEJb OHU MOTYT

COJIepKaTh BPEJOHOCHOE MPOTPaMMHOE 00ECIICUCHHUE.

6. Ilocme Toro xak Thl BBIMICIIH C CalTa, TJ€ BBOAWI JMYHYIO HHPOPMAIIHIO,
3aiiin B HACTPOIKM Opay3epa U yaaiu cookies.

7. llepuoauuecku MpoBepsi Kakue IJIATHBIE YCIYyTd aKTUBUPOBAHBI Ha TBOEM
HOMEpE.

8. [aBaii cBoii HOMEp MOOWJIBHOTO TenehoHA TOJIBKO JIOASM, KOTOPBIX ThI
3HaEllb U KOMY JOBEPSEIIb.

9. Bluetooth momxkeH OBITH BBIKIIOYEH, KOTJIa ThI MM HE IOjb3yemibes. He
3a0bIBail MHOTIa TPOBEPSTH ITO.

o bk w

Online urpsi

CoBpeMeHHbIE  OHJIAWH-UTPBl — 3TO  KPACOYHBIE, 3aXBaThIBAIOIINE
pa3BieUeHUs, OOBEIMHSAIONIME COTHH ThICSY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYT C JIPYrOM, BBINOJHSIOT 3a/laHus,
CPKAIOTCS C MOHCTPAMHM W TIOJY4YarOT ONBIT. 3a YJOBOJBCTBUE OHH IUIATAT:
MOKYTAIOT JTUCK, OTNIAYMBAIOT aOOHEMEHT WM MPUOOpPETatoT Kakue-To onuuu. Bee
T CpEeACTBAa WAYT Ha MOAJEP)KAaHUE W PA3BUTHE HUIPbI, a TaKKe Ha caMmy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LUQPPOBbBIE 3aMIATKU AJI POTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B 1momoOHBIX Wrpax CTOUT OMAacaThCs HE CTOJBKO CBOMX COTIEPHHUKOB, CKOJBKO
Kpa)Xy TBOETO MapoJisi, HAa KOTOPOM OCHOBAaHA CHCTEMa aBTOpU3AIMU OOJIBIIMHCTBA
urp.

OcHogHble cogempl no 0E30NACHOCHIU ME0e20 UZPO6020 AKKAYHMA:
1. Ecmu papyroil urpok BeneT ceOsl MIOXO WM CO3/JaeT TeOe HEMpUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB.
2. lloxamylics aAMUHUCTPATOpaM WUIPHl Ha IIOXOE IMOBEIACHHE HTOTO HUIPOKa,
JKeNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPHHOB.
He ykaspiBail muunyto uHpopMaInio B mpodaiine urpsl.
VYBaxall Ipyrux y4aCTHUKOB IO UIPE.
He ycranaBiuBail HeounanbHble aTYU U MOBI.
Hcnonp3yil ClI0KHBIE U pa3HbIE apOJIH.
Jlaxxe BO BpeMsl UIPbl HE CTOMUT OTKJIOYaTh aHTUBHUpYC. 1loka Tl urpaemis,
TBOW KOMITBIOTEP MOT'YT 3apa3uTh.

NoOgbkow

OUINUHT WIH Kpaika JMYIHbIX JAHHbIX

OOBIYHOI KpaXkeil eHer U JOKYMEHTOB CETrO/Hs Y€ HUKOIO HE YJMBHILIb,
HO C Pa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKH IIEPEMECTUIINCE B
UHTEPHET, U IPOAOIKAIOT 3aHUMATHCS «JIIOOUMBIMY» AesioM. Tak nosiBui1ack HOBas
yrpo3a: HHTEpHET-MOILIEHHUYECTBA WIN (DUILIUHT, IJ1aBHAS 11€7Ib KOTOPOTO COCTOUT
B MOJIY4YEHUH KOH(QUACHINAIbHBIX JaHHBIX MOJIb30BaTENEeH — JOTMHOB U HapOJIeH.
Ha anrmmiickom s3bike phishing uynrtaercs kak ¢uummHr (ot fishing — psiOHas
JIOBJIs1, password — mapoJib).

OcHogHble coeemul no 60pvoe ¢ huwmunzom:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI T0J103peBaelib, 4YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOX0IUMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpee.

2. UWcnonb3yii Oe3omacHbie BeO-CAThl, B TOM YHCIE, WHTEPHET-MAra3uHOB W
MTOMCKOBBIX CUCTEM.

3. Ucnonb3yii cioxxHbIe U pa3Hble mapoiu. Takum o0pa3oM, eciiv TeOs B3JIOMAIOT,
TO 3JIOYMBIIUICHHUKH TOJYy4YaT JIOCTYH TOJBKO K OJHOMY TBOEMY Mpo(uiiio B
CETH, a HE KO BCEM.

4. Ecnu 1ebst B3jOMaIM, TO HEOOXOIUMO MPEIYIPEAUTh BCEX CBOUX 3HAKOMBIX,

KOTOpbIe J00aBjeHbl y Te€Os B Jpy3bsiX, O TOM, 4YTO TeOsl B3JIOMaIU H,

BO3MOXXHO, OT TBOEro HMMEHH OyJeT pacchlaaThbCsl ClaM W CChUIKA Ha

(UIIMHTOBBIE CANTHI.

Ycranosu Hagexubid apoisb (PIN) Ha MOOMIBHBIN TenedoH.

OTkJTroun coXpaHeHue mapoJs B Opaysepe.

He otkpeiBaii ¢aiiasl U Ipyrue BIOXKEHUS B MUChMaX JaKe €CIIM OHU MPUILIH

OT TBOMX JApy3el. JIyule yTouHu y HUX, OTIIPABIIsUIM JIU OHU TeOe 3TU (ailibl.

N oo

Mudposas penyrauus



[udpoBas penyranusi — 3TO HEraTUBHAsl WJIM MO3UTHUBHAs MHPoOpMaus B
cetu o Tebe. Kommpomerupyronias uH(Opmanus, pa3MelleHHas B HHTEPHETE
MOJKET CEpPhE3HBIM O00pa30M OTpa3uUThCS Ha TBOEH peasibHOM xu3HuU. «Lludposas
penyTanus» - 3T0 TBOM UMUK, KOTOPBIM popMupyercs u3 nHpopmanuu o tede B
uHTepHeTe. TBOE MECTO JKHUTENbCTBA, yueObl, TBOE (PMHAHCOBOE IIOJIOKEHUE,
OCOOEHHOCTH XapakTepa U paccKasbl O OJM3KUX — BCE ATO HAKAIUIUBAETCS B CETH.
MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUKalUW JIMYHOM
uHpopMaiuu B MHTepHETE, HE MOHMMAasi BO3MOXKHBIX MOCHeACTBUN. Thl qaxke He
CMOJKEIIIb JIOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemieHHas 5 JIeT Ha3ald, crajia
IPUYUHON OTKa3za NMpUHATH TeOss Ha pabory. KomMMeHTapuu, pa3merieHne TBOMX
dotorpaduii u 1pyrue AeUCTBUS MOTYT HE UCYE3HYTh AK€ MOCIE TOTO, KaK Thl UX
ynanuib. Thl He 3Haellb, KTO COXpaHWJI 3Ty HH(OpMaIHIO, Tonaja JU OHAa B
MIOMCKOBBIE CHCTEMbl M COXPAaHMUJIACh JIM OHA, a TJIABHOE: YTO MOIyMaloT O Tede
OKpY’Karolllee JII0/IU, KOTOpble HAWIYT U yBUIAT 3T0. HaliTn nndopmannio MHOTO
JET CIYCTSI CMOXET JII000M — Kak U3 100pbIX NOOYKIEHUH, TaK U C HAMEPEHUEM
OPUYUHUTH BpeI. DTO MOKET OBITh KTO YTOIHO.

OcHnosnble cogemol no 3auyume yuppoeoit penymavyuu:
1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBATh U MepeaaBaTh y ce0s B OJore Win
B COITMAJILHON CETHU.
2. B nactpoiikax mpoduis ycTaHOBH OTpaHUYEHHS Ha TIPOCMOTP TBOETO MPOQHIIS
U €T0 COACPKUMOTO0, CAENAll €r0 TONBKO «JJIs APY3Eiiy.
3. He pasMemaii u He ykaspiBail HH(QOpPMAIMIO, KOTOpas MOXET KOTo-ITnO0
OCKOPOJIATH MITH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHBIE TIKOJBHUKA — aKTHUBHBIC TIOJI30BATEM  IUGPOBOTO
npoctpancTtBa. OmHAKO [ajleKo HE BCE 3HAIOT, YTO IMIOJIb30BAHME MHOTUMU
BO3MOXHOCTSIMH  IippoBoro  Mupa  TpeOyeT coOmoneHHs TpaB  Ha
WHTEJUICKTYaIbHYIO0 COOCTBEHHOCTb. Tepmun CMHTEIJIEKTyaIbHas
COOCTBEHHOCTb» OTHOCHUTCA K PAa3JIMYHBIM TBOPECHHSIM YEJIOBEYECKOrO yMa,
HAaYMHasi C HOBBIX M300pETEHWH M 3HAKOB, 00O3HAYAIOIIMX COOCTBEHHOCTh Ha
MPOJYKTHI U YCIYTH, U 3aKaHYuBas KHUTaMH, (pororpadusimMu, KWHOQUIEMAMU H
MY3bIKaJTbHBIMU ~ TIPOU3BEJCHUSIMU. ABTOPCKME TMpaBa — OTO I[paBa Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTh Ha TMPOWM3BEICHUS HAyKU, JIUTEPATypbl M
UCKyCCTBAa. ABTOpPCKHE TIpaBa BBICTYNMAIOT B KayeCTBE TrapaHTHH TOTO, YTO
WHTEJUICKTYaJIbHBIN/TBOPUCCKUI TPy aBTOpa HE OyIeT HampacHbIM, JAacT €My
CTpaBeTMBbIC BOZMOXKHOCTH 3apa0oTaTh Ha pe3yIbTaTax CBOETO TPY/a, MOIYIUThH
W3BECTHOCTh W Tpu3HaHuWe. Hukro 0e3 paspemicHuss aBTOpa HE MOXKET
BOCITPOU3BOIHTH ero IPOU3BECHHUE, pacIpoCTpaHsTh, myOJIUIHO
JTEMOHCTPHUPOBATh, MPOAABaTh, UMIIOPTUPOBATH, MyCKaTh B TMPOKAT, IyOJIUIHO
WCIIOJIHSATh, TOKAa3bIBaTh/UCIIONHATE, B 3¢upe win pasMmemars B HHTepHeTe.
Hcnonp30oBaHne «IUPATCKOTO» MPOTPAMMHOTO 00ECTI€UEHUS MOXKET MPUBECTU K
MHOTHM pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JIO0 OJIOKMPOBKH TBOETO



YCTPOMCTBA, T'JI€ YCTAHOBJIEHHBIA HE JeranbHas nporpamma. He crouT Ttakke
3a0bIBaTh, YTO CYILIECTBYET JerajbHble W OecCIUIaTHble MPOTPAMMBbI, KOTOpbIE
MOYHO HAliTU B CETH.

O noprane

CerteBu4oK.p(h — TBOM TTIaBHBIN COBETYHK B CETH. 3/1€Ch ThI MOXEITh y3HAThH
0 0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM A3BIKOM, a IPU BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOPATUTHCS 3a COBETOM. A TaKkXe MPUHATH y4acTUE B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



